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Introduction
As 5" Generation Mobile Core networks (5G) begin to be deployed, it will require a high level of

support from the users, subscribers and developers. The free5GC appliance provides an open source
implementation of the 5G Core Network (5GC) as defined in 3GPP Release 15 and beyond.
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1 Prepare the 5G Virtual Environment

In this task, you will prepare the Free5GC Core Simulator and UERANSIM virtual machines.

The following steps are written for Windows. If you using a Mac, the
steps will be the same, but the screens will be different.

1.1 Install VirtualBox

1. Copy the VirtualBox installer to your desktop:
Windows: VirtualBox-6.1.36-152435-Win.exe
MacOS: VirtualBox-6.1.36-152435-0SX.dmg

2. Double-click on the installer to start the installation.

N

VirtualBox-6.1.36-1
52435-Win.exe

3. Onthe Welcome window, click Next

jie Oracle VM VirtualBox 6.1.36 Setup X

Welcome to the Oracle VM
VirtualBox 6.1.36 Setup
Wizard

The Setup Wizard will install Oracle VM VirtualBox 6.1.36 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Version 6.1.36 Cancel

7/25/2022 Page 5
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4. On the Custom Setup / Install Features
window, accept the default settings and

click Next

5. On the Custom Setup / Options
window, accept the default settings and

click Next

6. On the Warning: Network Interfaces

window, click Yes.

7/25/2022

jig Oracle VM VirtualBox 6.1.36 Setup

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

VirtualBox Application Oracle VM VirtualBox 6. 1.36
=3 ~ | VirtualBox USB Support application.
(- &3 v | VirtualBox Networking

: % V!rtuaIBox Exidge This feature requires 220MB on
&9 - | VirtualBox Host-C your hard drive. It has 3 of 3

Bt =14 I VirtualBox Python 2.x Su subfeatures selected. The
subfeatures require 948KB on yo...

E ......

< >

Location: C:\Program Files\Orade\VirtualBox\ Browse

Version 6.1.36 Disk Usage < Back Cancel

i’,_;:- Oracle VM VirtualBox 6.1.36 Setup X

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Create start menu entries
Create a shortcut on the desktop

Create a shortcut in the Quick Launch Bar

Register file assocations
Version 6.1.36 < Back Cancel
jig Oracle VM VirtualBox 6.1.36 X

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 6. 1.36 Networking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 6.1.36 Yes No
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7. On the Ready to Install window, click
Install.

8. It will take several minutes to complete
the installation. On the
VirtualBox Installation is Complete
window, make sure the
Start Oracle VM Virtualbox 6.1.36 After
Installation box is checked and click on
Finish

jig Oracle VM VirtualBox 6.1.36 Setup X

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dlick Back. Click Cancel to exit the wizard.

Cancel

i’,? Oracle VM VirtualBox 6.1.36 Setup X

Version 6.1.36 < Back

Oracle VM VirtualBox 6.1.36
installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Oracle VM VirtualBox 6. 1.36 after installation

Cancel

< Back

Version 6.1.36

9. Onthe Oracle VM VirtualBox Manager, click the Preferences button:

6’ Oracle VM VirtualBox Manager

Machine

File Help

Preferences
Welcome to VirtualBox!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the F1 key to getinstant help, or
visit www. virtualbox.org for more information and
latest news.

@A R {3an

Import Export New Add

7/25/2022
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10. On the VirtualBox — Preferences window, click on Network on the left pane, then click the
Adds New NAT Network icon on the right:

#" VirtualBox - Preferences ? X
E General Network
Input NAT Networks

Acti N
@ Update ive Name ﬁ

B
@ Language 2y
@ Display
[El Network
D Extensions
EEl Proxy
| OK I \ Cancel ]
11. With the NatNetwork selected, click the Edits Selected NAT Network icon.

#“ VirtualBox - Preferences ? X
E General Network
Input NAT Networks

Active Name @
@ Update

NatNetwork
@ Language @
E\ Display
[El Network
D Extensions
EE] Proxy

| ok || cancel
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12. On the NAT Network Details window, confirm these settings and click OK.

+” NAT Network Details ? X

Enable Network

Network Name: |NatNetwork |

Network CIDR: |10.0.2.0/24 |

Network Options: Supports DHCP
[] supports 1Pv6
Advertise Default IPv6 Route

Port Forwarding

e

13. Back on the VirtualBox — Preferences window, click OK.
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1.2 Get 5G Virtual Machine Images
1. Create a folder on the desktop named 5G Core Simulator

2. Copy the two 5G virtual machine ZIP files; Free5GC.zip and UERANSIM.zip, to the 5G Core Simulator
folder on the desktop.

r B - | 5G Core Simulator

File Home Share View v 0

4N > 5G Core Simula... v O O Search 5G Core Simulator

[0 Name Date modified Type Size

3+ Quick access
[ Desktop
4 Downloads
Documents
[&=] Pictures

¢ UERANSIM using GUI.zip 7/20/202
j Free5GC.zip 7/20/202

211:12 AM Compress... 4,788,753
211:08 AM Compress...  3,912,50

L R TR TR 8

[ This PC

¥ Network

2 items H=2| &I

3. Extract the folders from the two ZIP files by right-clicking on the file and selecting Extract All

oo

Free5GC.zip 7/20/2022 11

UERANSIM u Open

(555,001

Open in new window

Extract All...
Pin to Start
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4. Inthe Select a Destination and Extract Files entry box remove the last folder in the path (otherwise
you’ll get a double set of folders) and click the Extract button.

Select a Destination and Extract Files

Files will be extracted to this folder:

| C:\Users\Admin\Desktop\5G Core Simulator] ’ Browse...

Show extracted files when complete

[ Gwact ]| conce

5. You should now see the two VM folders in the File Explorer window.

l l = || 5G Core Simulator

Home Share View
- v A > 5G Core Simula... v O 0
[0 Name
3 Quick access
Free5GC
I Desktop »* .
UERANSIM using GUI
; Downloads b 4 : FreeSGC.zip
Documents  # ¥ UERANSIM using GUI.zip
= Pictures »
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1.3 Adding the Free5GC and UERANSIM VMs to VirtualBox

1. Onthe Oracle VM VirtualBox Manager, click the Add button:

§ Oracle VM VirtualBox Manager

File Machine Help

¢ QR Ldwr

Preferences  Import Export  Newl Add

Welcome to VirtualBox!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the F1 key to getinstant help, or
visit www.virtualbox.orq for more information and
latest news.

2. Inthe Select a Virtual Machine File window, navigate to Desktop = 5G Core Simulator > Free5GC,
click on Free5GC.vbox and click Open.

§ Select a virtual machine file X
— v P >} ThisPC > Desktop » 5G Core Simulator > Free5GC v O | P
Organize v New folder == v [H 0
= Name Date modified Type Size
3+ Quick access
Logs 7/20/2022 10:40 PM File folder
[l Desktop * :
 Spapshote 7/20/2022 10:40 PM File folder
¥ Downloads  # \# Free5GC.vbox 7/20/2022 10:49 AM VirtualBox Machin... 21KB
Documents
[&] Pictures 2
[ This PC
v
File name: | FreeSGC.vbox v | |Virtual machine files (“xmi *vt +
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You will need to make some network settings adjustments before starting up the VM.

3. Onthe toolbar, click on the Settings tool icon

6) Oracle VM VirtualBox Manager

File Machine

00 e

Help

@

New

w9

Settings
(=] General

Name:

Discard

E’ System

Base Memory:
Boot Order:
Acceleration:

M pisplay

Video Memory:

Graphics Controller:
Remote Desktop Server:
Recording:

Storage

Controller: IDE

IDE Secondary Device 0:
Controller: SATA

SATA Port 0:

(0 Audio
Disabled
= Network

2043 MB

Adapter 1:
Adapter 2:

Free5GC
Operating System: Ubuntu (64-bit)

Floppy, Optical, Hard Disk
KVM Paravirtualization

P -

Start
@ Preview

16 MB E

Free5GC

VMSVGA
Disabled
Disabled

[Optical Drive] Empty
sda.vmdk (Normal, 50.00 GB)

Intel PRO/1000 MT Desktop (NAT Network, ‘NatNetwork')
Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet0')

4. On the left side menu panel, click on Network

7/25/2022

¥ Free5GC - Settings

General

System
Display

Storage

Audio
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5. On the details panel on the right, confirm that the Network
settings under the Adapter 1 tab look like the
image to the right. Adapter 1  Adapter 2 = Adapter 3 Adapter 4

Enable Network Adapter
Attached to: |NAT Network v

Name: NatNetwork
> Advanced

6. Click on the Adapter2 tab and confirm the settings Network

are the same as the image to the right.
Adapter 1  Adapter 2 Adapter 3 ~ Adapter 4

Enable Network Adapter
Attached to: 'Host-only Adapter v
Name: | VirtualBox Host-Only Ethernet Adapter

7. If the two adapter’s settings match, then click the P Advanced

OK button at the bottom of the window.

8. On the toolbar, click on the Start tool icon

G’ Oracle VM VirtualBox Manager

File Machine Help

00g

@@ U9}

New Settings Discar Start

=] General =) preview
Name: Free5GC

Operating System: Ubuntu (64-bit)

@ System

Base Memory: 2048 MB

Boot Order: Floppy, Optical, Hard Disk Free5GC
Acceleration:  KVM Paravirtualization

(W] pisplay

Video Memory: 16 MB

Graphics Controller: VMSVGA

Remote Desktop Server: Disabled

Recording: Disabled

Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA

SATA Port 0: sda.vmdk (Normal, 50.00 GB)

(b Audio
Disabled
=F Network

Adapter 1: Intel PRO/1000 MT Desktop (NAT Network, ‘NatNetwork”)
Adapter 2: Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet0")
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9. Repeat the steps in this task for the UERANSIM VM.
10. If you get a VirtualBox — Information pop up window saying the that the virtual machine will be

switched to Scale mode, click the Do not show this message again checkbox and click the Switch
button.
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2 Establishing a PDU Session in the 5G Virtual Environment

2.1 Use the Free5GC WebConsole to Add an UE

1. Set the focus to the Free5GC virtual machine and login as administrator with the password
Password1l

? Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
Ubuntu 20.04.4 LTS FreeSGC ttyl

FreeSGC login:|administrator

2. Start mongodb by typing the following command:

sudo systemctl start mongodb

If asked for the [sudo] password for sysadmin: type Password1

administrator@FreesSGC: ™% sudo systemctl start mongodb

[sudo] password for administrator:

3. Start the Free5GC WebConsole server to add the UE (User Equipment) configuration by typing:

cd ~/free5gc/webconsole
go run server.go

It will take about 2 minutes for the web server to load. The output will show the listening port is
5000.

[GIN-debug] Listening and serwving HTTP on :5000

7/25/2022 Page 16
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4. Set the focus to the UERANSIM virtual machine and login to the administrator account with the
password Password1.

zf UERANSIM using GUI (UERANSIM Installed) [Running] - Oracle VM VirtualBox

Session

ADMINISTRATOR

| ....O....I |

5. Open the Firefox web browser and type the URL http://192.168.56.101:5000
6. Onthe login page, type the username admin and the password free5gc (case sensitive) and click
the Login button.

* free5GC Web Console — Mozilla Firefox - O X

File Edit View History Bookmarks Tools Help

B free5GC Web Console x4

= C O &I 192.168.56.101:5000/# &

Yfreellaa

7/25/2022 Page 17
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7. On the left side of the window, click on SUBSCRIBERS and then on the right side, click on the

New Subscriber button.

Plreellcq

REALTIME STATUS

SUBSCRIBERS

ANALYTICS

2, O B

TENANT AND USER

Subscribers

PLMN UE ID

Log out

New Subscriber

8. Onthe New Subscriber
page, click the list arrow
on the right of the
Operator Code Type and
change it to OP.

9. Leave all of the remaining
fields with their default
values, scroll to the
bottom of the window
and click the Submit
button.

7/25/2022

New Subscriber
Subscriber data number (auto-increased with SUPI)*
1

PLMN ID*

20893

SUPI (IMSI)*
208930000000003

Authentication Method*

5G_AKA

Ki

8baf473f2f8fd09487cccbd7097¢6862

Operator Code Type*

oP v
Flow Rules
You should make note of the
settings for the New Subscriber.
(] UP Security

You will need to confirm these
settings in the configuration file
later in the lab.
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10. Confirm that the New Subscriber has been added

Subscribers

PLMN UEID

20893 imsi-208930000000003

New Subscriber

11. Click Log Out on the right
side of the window and
close the web browser.

£
1]

Log out

New Subscriber

12. Set the focus back to the Free5GC virtual machine and press Ctrl+C to quit WebConsole.

7/25/2022
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2.2 Setting Free5GC and UERANSIM Parameters

In the discussion of the 5G Core Infrastructure, the AMF, SMF, UPF, PCF and UDM are virtualized
services that run on a single host server, in this case, the Free5GC appliance.

Each of the services has an associated configuration file that will need to have the parameters set for
the appropriate IP Addresses.

1. Set the focus back to the Free5GC virtual machine, if it is not already set.
2. Change to the free5gc folder by typing the following command:

cd ~/free5gc

g? Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View

le$ cd “/free!

7/25/2022 Page 20



Setup Free5GC and UERANSIM Virtual Environment

First, set the IP Address of the AMF (Access and Mobility Management Function):

3. Edit the AMF configuration file by entering the following command:

sudo nano config/amfcfg.yaml
if asked for the [sudo]password: type Password1

4. Change ngaplplist IP from 127.0.0.1 to 192.168.56.101

“‘/ Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
GNU nano 4.8 configsamfcfe

1.0.3
ption: AMF initial local configuration

o: AMF # the name of this AMF
# the IP list of N2 interfaces on this AMF

ace information

File Machine View Input Devices Help
GNU nano 4.8 configsamfcfe

n: AMF initial local configuration

on:
ame: AMF # the name of thiﬁ AMF

5. When finished, press Ctrl+0 to write the file.

BE Get Help Write Out Where Is
Bd Read File | Replace

6. Press Enter to confirm the file name config/amfcfg.yaml.

:lconfiesamfcte.yaml
e Get Help DOS Format
¥ Cancel Mac Format

7. Press Ctrl+X to exit.

Get Help Write Out Where
B Exit B Read File W Replac

7/25/2022 Page 21
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Next, set the IP Address of the SMF (Session Management Function):

8. Edit the SMF configuration file by entering the following command:
sudo nano config/smfcfg.yaml

9. Inthe entry inside userplane_information / up_nodes / UPF / interfaces / endpoints, change the
IP from 127.0.0.8 t0 192.168.56.101

Q/ Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
GNU nano 4.8 0
dnnUpfInfoList: # DNN information list for
- dnn:
poo

~ this UPF
f the in

File Machine View Input Devices Help
GNU nano 4.8

e on this UPF

Network Name
f and B r the two nodes

10. When finished, press Ctrl+0O to write the file.

e Get Help Write Out Where Is
BE Read File @M Replace

11. Press Enter to confirm the file name config/smfcfg.yaml.

File Name to Write:
38 Get Help DOS Format
“CHD 1 Mac Format

12. Press Ctrl+X to exit.

Mt Get Help Write Out Where Is
B Exit B Read File W Replace

7/25/2022 Page 22




Setup Free5GC and UERANSIM Virtual Environment

Finally, set the IP Address of the UPF (User Plane Function):

13. Edit the UPF configuration file by entering the following command:
sudo nano config/upfcfg.yaml
if asked for the [sudo]password: type Password1

14. Change gtpu IP from 127.0.0.8 into 192.168.56.101

.“f Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
GNU nano 4. 8 config/upfct
e .

UPF initial local configuration

¥ The listen IP and nodeID of the N4 interface on this
nfcp:
addr: .C 5
nudHID . i JON can he reachec
i t1s ¥ r _" 1S ;M'
~ans: 3 # the max number of retrans ml::lnn

o3 TMH IF ll_ “_' ThP H". 'TH i"|TP"f%FE'~~ on this JIF'F
# If there are multiple connec set addr to 0.0.0.C

Tupw M3

File Machine View Input Devices Help
GNU nano 4 3

¥ The listen IP and nodeID of the N4 interface on this UPF
pfcp:
addr: 127.0.0.8 # IP addr for listening

nodeID: 12 0.8 # EWTPrnal IF or FUDN can he reachec

forwarder: e
# The IP F the H4 interfaces on this HPF
# If there are multip lE onnection, set addr
ifList:

- addr: 192.168.56.101 # 127.0.0.8
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15. When finished, press Ctrl+O to write the file.

e Get Help Write Out Where Is
"y

Bl Read File Replace

File Name to HWrite: |config/upfcte.yaml
e Get Help DOS Format
oY Cancel dac Format

17. Press Ctrl+X to exit.

] Get Help Write Out
Exit B Read File

In the UERANSIM virtual machine, there are two files that are needed to establish a connection with
the Free5GC Core services:

e ~/UERANSIM/config/free5gc-gnb.yaml
e ~/UERANSIM/config/free5gc-ue.yaml

The second file is for the UE (User Equipment), which we don’t have to change since the data inside
should be consistent with the (default) registration data that was set using WebConsole in the previous
task.

18. Set the focus on the UERANSIM virtual machine.

19. Double-click on the QTerminal icon on the desktop to open a terminal session

% UERANSIM using GUI (UERANSIM Installed) [R

Computer administrator

Wireshark
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The UERANSIM appliance is the simulator for both the User Equipment and the Radio Area Network.
This includes the gNB which is the 5G wireless base stations that transmit and receive communications
between the user equipment and the mobile network.

The gNB configuration file will need to be edited to add the IP Addresses of the gNB and the 5G Core
server. the file ~/UERANSIM/config/free5gc-gnb.yaml.

20. Edit the gNB configuration file by entering the following command:

sudo nano ~/UERANSIM/config/free5gc-gnb.yaml

if asked for the [sudo]password: type Password1

administrator@UERANSIM: ~

File Actions Edit View Help

administrator@UERANSIM: ~
administrator@UERANSIM:

[ sudo] password for adm

7/25/2022 Page 25
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21. Make the following changes:
e Change the ngaplp IP, as well as the gtplp IP, from 127.0.0.1 to 192.168.56.102
e Change the IP in amfConfigs into 192.168.56.101

GNU nano 4.8 home/administrator /UERANSIM/config
mcc: '208' 5 ile Country Code value
mnc: '93 M le Network Code value

free5gc-gnb.yaml

nci: 'Ox0OC 10" # NR Cell Identity (36-bit)
idLength: 32 #1 ID length in bits [22...32]
Tracking Area Code

local IP addr for Radio Link Simulation (Usually same with local IP)
ocal IP addr for N2 Interface ( ly with local IP)
local IP address for N3 Interface (Usually same with local IP)

amfConfigs:
address
port:

GNU nano 4.8 /home /adminis
C ile Country Code valu
mnc: '93 Mfobile Network Code valt

nci: 'Ox00000 NR Cell Identity (36-bif
tdLength: 32 NR gNB ID length in bit:

tac: 1 Tracking Area Code

linkIp:127 _60_0 i aNB's local IP address

ngaplIp:y 192.168.56.102 127.0.0.1 # gNB's

gtplIp: | 192.168.56.10 127.0.0.1 # gNB's

amfConfigs:
address: 192.
port: 3841/Z

Ox1
Ox010203
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22. When finished, press Ctrl+0 to write the file.

lE Get Help Write Out Where Is

BE Read File @M Replace
23. Press Enter to confirm the file name config/upfcfg.yaml.
File Name to Write:[/home/administrator /UERANSIM/config/free5

Get Help ) DOS Format )\ Append
8 Cancel Mac Format Prepend

24. Press Ctrl+X to exit.

Get Help Write Out Where Is
Exit B Read File W Replace

25. Next examine the file *~/UERANSIM/config/free5gc-ue.yaml (use cat to display the file or nano to
open it in an editor)

Confirm the settings are consistent with those in free5GC (via WebConsole), for example,

# IMSI number of the UE. IMSI = [MCC|MNC|MSISDN] (In total 15 or 16 digits)
supi: 'imsi-208930000000003'

# Mobile Country Code value

mcc: '208'

# Mobile Network Code value (2 or 3 digits)

mnc: '93'

# Permanent subscription key

key: '8baf473f2f8fd09487cccbd7097¢c6862'

# Operator code (OP or OPC) of the UE

op: '8e27b6af0e692e750f32667a3b14605d"

# This value specifies the OP type and it can be either 'OP' or 'OPC'
opType: 'OP'

# Initial PDU sessions to be established
sessions:
- type: 'IPv4'
apn: 'internet’
slice:
sst: Ox01
sd: 0x010203

# List of requested S-NSSAIs by this UE
slices:
- sst: Ox01
sd: 0x010203
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2.3 Establish a PDU Session

1. Set the focus to the Free5GC virtual machine.

2. Configure the IP Tables and Firewall settings by typing the following commands:

sudo sysctl -w net.ipv4.ip_forward=1

sudo iptables -t nat -A POSTROUTING -0 enp0Os3 -j MASQUERADE
sudo systemctl stop ufw

sudo iptables -I FORWARD 1 -j ACCEPT

cd ~/free5gc

./run.sh

if asked for the [sudo]password: type Password1

%f Free5GC (Complete Installation) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
administr: {= sysctl -w net.ipvd.ip_forward=1

s -t nat -A POSTROUTING -0 enpf -j MASQUERADE
1 stop ufw
s -1 FORWARD 1 -j ACCEPT

This will start the 5G Core services on the Free5GC appliance.
3. Set the focus to the UERANSIM virtual machine.
4. If a terminal session is not open, double-click on the QTerminal icon on the desktop.

5. The first step in the PDU Session establishment is to start the gNB by typing the following:

cd ~/UERANSIM
sudo build/nr-gnb -c config/free5gc-gnb.yaml

if asked for the [sudo]password: type Password1

administrator@UERANSIM: ~/UERANSIM
File Actions Edit View Help

administrator@UERANSIM: ~/UERANSIM X

administrator@QUERANSIM:~S cd ~/UERANSIM
administrator@UERANSIM: o build/nr-gnb -c config/freeSgc l:rm.:.u’-’v'll

7/25/2022 Page 28



Setup Free5GC and UERANSIM Virtual Environment
You will see the first phase of the UDP Session Establishment steps (these messages will also show

up a Wireshark packet capture).

administrator@UERANSIM: ~/UERANSIM
File Actions Edit View Help

administrator@UERANSIM: ~/UERANSIM
administrator@QUERANSIM:~$ cd ~/ \ v
administrator@UERANSIM: $ sudo build/nr-gnb -c config/freeSgc
J IM v3.

1g to establish SCTP
nnection establ
P associatior
NG Setup
tup Response

If you have arranged the two virtual machine windows in order to see
both screens, you can see the session establishment process on the
Free5GC screen.

6. Open a second Terminal session, by clicking on File > New Tab

$

30N Actions Edit View Help

Ctri+Shift+T ~/JUEI
New Tab From Preset I
— Close Tab Ctrl+Shift+w
[ New window Ctrl+Shift+N ]
tp

Preferences... tpl]

pJ

pJ

]

]

7. The next step in the PDU Session establishment is to start the UE by typing the following:

cd ~/UERANSIM
sudo build/nr-ue -c config/free5gc-ue.yaml

if asked for the [sudo]password: type Password1

administrator@UERANSIM: ~/UERANSIM
File Actions Edit View Help

administrator@UERANSIM: ~/UERANSIM X administrator@UERANSIM:

administrator@UERANSIM:~$ cd ~/UERANSIM
administrator@UERANSIM: S sudo build/nr
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You will see the second phase of the UDP Session Establishment

File Actions Edit View Help

administrator@UERANSIM: ~/UERANSIM administrator@UERANSIM: ~/UERANSIM
administrator@QUERANSIM:

FC7D7C661D267] autn[9F239CD41FF6

8C9E31D6151C]

301476C4] kNasInt[AAECB

TUN interface[uesimtun®,

Edit View Help

New Tab From Preset

Ctrl+Shift+T ~JUEI

— Close Tab Ctri+Shift+w
Y New window Ctrl+Shift+N

Preferences...
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9. Run a ping to 192.168.56.101 to see free5gc is alive. Then, use ifconfig to see if the tunnel
uesimtunO has been created (by nr-ue):

ping 192.168.56.101 -c4

File Actions Edit View Help

RANSIM administrator@UERANSIM: ~/UERANSIM

administrator@UERANSIM:
PING 192.168.56.101 (192.1

64 bytes fror _‘.-,eqfl

L
(.

64 bytes from 192. 6.101: icmp_seq=2
. 6

64 bytes from 192. >.101: icmp_seq=3 ttl=64

64 bytes from 192.168.56.101: icmp_seq=4 ttl=64
192.168

4 packets

rtt min/avg/max/m 22

administrator@UERANSIM:~$ [

10. Confirm that the tunnel uesimtun0 (this is the UDP Session tunnel) has been created by nr-ue by
typing ifconfig.

ifconfig

uesimtun®: flags <UP ,MULTICAST
inet 10.60.0. 5.255. stination

500
© dropped © overruns 0 frame

8 bytes 384 (384.0
® dropped 0 overruns

11. Finally, ping a web site using the uesimtun0 PDU session by typing the following command:

ping -I uesimtun0 google.com -c4

s administrator@UERANSIM: ~

File Actions Edit View Help

RANSIM administrator@UERANSIM: ~/UERANSIM administrator@

in I uesimtun® google.com -c
PING google.com (142 .1 i J 56(84) bytes of data.

64 bytes from lax31s15 1-f14. 1¢ ).net ( 0. 1! Lcmp_seq=1 ttl=126 time=5
64 bytes from lax31s15-in-f14.1e ot ( .250. i ) seq=2 ttl=126 time=2
64 /tes from lax31s15-in-f14.1e ot (142.250. 2 LCmp_seq ttl=126

64 bytes fror -in-f14.1e100.net (142.250. 2 ): icmp _seq=4 ttl=126

4 pa
rtt min/
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12. Check the current routing table to see if there are routing rules for the two network interfaces,
enp0s3 and enp0s8 by typing the following command:

route -n

administrator@UERANSIM: ~

File Actions Edit View Help

RANSIM administrator@UERANSIM: ~/UERANSIM
administrator@UERANSIM:~S route

Kernel IP routing table

Destination Gateway

)

13. The network 10.0.2.0/24 using interface enp0s3 are part of the VirtualBox NAT. Bring down the
interface by entering the command:

sudo ifconfig enp0s3 down
route -n

administrator@UERANSIM:~S$S sudo ifconfig enp0s3 down
administrator@UERANSIM:~S route -n
[P routing table
ation Ay Genmask Flags s Use Iface
5¢ ( 255.255.255.0 © enpOs8

14. Looking at the routing table above, the only network still available is the Host-Only network
192.168.56.0/24 on enp0s8. Confirm by trying to ping an address on the internet:

ping 8.8.8.8

administrator@UERANSIM:

ping: connect: Network

... but you can ping through the tunne

ping -I uesimtun0 8.8.8.8 -c4

administrator@UERANSIM:~S pi
PING 8.8.8.8 (8.8.8.8) from
; from 8 ¢ icmp
bytes from 8 : icmp seq=2 ttl=126
64 bytes from 8.¢ : icmp seq=3 ttl=126

64 bytes from 8.8.8.8: icmp seq=4 ttl=126

8.8.8.8 ping statistics
4 packets transmitted, 4 receilved, 0% pac
rtt min/avg/max/mdev = 28.797/41.426/69.876/16.7
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15. To be able to send all traffic through the PDU Session tunnel, you will need to change the default
gateway to the uesimtun0 interface by entering the following command:

sudo ip r add default dev uesimtunO

administrator@UERANSIM:~$ sudo ip r add default dev uesimtun®

16. Then, check the routing table:

route -n

administrator@UERANSIM:~S route

Kernel IP routing ta

Destination Gat )y Flags Jse Iface
.0.0 0.0 ) 0. N J 0 0 ® uvesimtun®

168.56.0 0.0.0.0 .255.255.0 ) 01 € 0 enpOs8

17. Now, ping 8.8.8.8 again without using the UDP Session tunnel:
ping 8.8.8.8 -c4

administrator@UERANSIM: ~¢
8.8.8.8 (8.1 ) &
) s from 8.¢ : 1cmp sec 1=126 time=34.9
64 bytes from 8.8.8.8: icmp_seq=2 1=126 time=38
64 bytes from 8.¢ icmp seq=3 =126 time=27.8

64 bytes from 8.8.8.8: icmp_seq=4 =126 time=26.2

istics
4 received, 0

26.164/31.932/3¢
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